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FOREWORD FROM THE SECRETARIAT
GENERAL OF THE SENATE

The Senate was incepted in 1999, and it is still young both in terms of
its age and its functioning capability which requires a lot of institutional
arrangements before becoming more mature and more dynamic.

Like any other young entity, the Senate is currently facing many difficulties that it
needs to overcome if its leadership wishes to mobilize its energy and strength to
ensure that the timely and successfully carrying out its mandates and tasks as planned.

In order for it to be effective, efficient and conform to the continuing trend of
expansion of democratic pluralism and a bicameral system of the Legislative body,
the Senate shall have, apart from its newly achieved 5 years Strategic Plan. a
navigational mechanism, a visionary guldcpmt called I'T (Information Technology)
Master Plan. It will be construcd as the main pillar for the Senate development in our
contemporary cra of the Information Technology.

IT Master Plan is master pierce of a large number of key information on strategic
goals and objectives in which figure the intranet, extranet networking, Library
Management Information System (LIBMIS) which including Catalog Module,
Lending Module and E-Library, Electronic Documents Managements System
(EDMS), Inventory Management Information System (IMIS), Finance Management
Information System (FMIS), Human Resources Management Information System
(HRMIS) and training structures, systems, policies and procedures toward which
the Scnate intend to achieve in short, medium and long terms period as divide in 3
phases.

In the next 5 years ahcad, the Senate needs to sccure the support both technical and
financial from friendly countrics, the Intemmational Community and business circles
to make its mission and objectives succeed.

The Secretariat General of the Senate would like to dedicate this I'T Master Plan as
an effective navigation for the future great success of the Rule of Law and”
[}s:mea:agj the prosperity and happiness for our Khmer Nation.

f’btthﬂ {\S'*' September 2003

e S P
COum Sarith
Secretariat General
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Executive Summary

This Information Technology Master Plan identifies key direclions and objectives for the use
and management of information technology for the Senate for the nexl 5 years. The plan
provides a vision for IT development based on the goals idenlified in the Secretariat General
new Strategic Plan (2603 - 2008).

The overarching goal within this plan is to strengthen the capacity of the Secretariat General
of the Senate to efficiently deliver services in line with other modern parliaments. The
objeclive is to ensure the Secretariat General and Senators are able to fully participate in
the development of legislation through the establishment of an information technology
environment that is accessible, sustainable and adaptable lo change. This plan makes
recommendations on infrastructure, software application, and human resource development,
in order that the Senate has a well functioning IT facility to support Senators, officials and
staff of the Senate and Secretariat General in their work. Improving the performance of the
Secretariat General will resultin Senators benefiting from a working Secretariat, which will
direclly improve the work of the Commissions.

A principle philosophy behind the development of this plan is the concept of information
sharing by way of Intranet, internet and Extranet services. Creating an Intranet will promote
improved working practices and flexibility by facilitating information access, communication
and collaboration within all the commissions, departments and offices of the Senate, and in
the future, with its Pariamentary pariner, the National Assembly. By creating such a service,
itis also intended to provide the general public and civil society with improved access to
parfiamenlary documeniation via the Internet and through an E-Library service.

An imporiant aspect of this plan is o aliow the Senators, officials, staff, partners and
supporters of the Senate to gain a shared understanding of the Institution's priorities and
goals for the next five years. Broad implementation time scales and general costs are
provided, 5o senior management and officials of the Senate, along with their partners and
donors are able to make informed decisions with regard to supporting (financially and
technically) each implementation phase of this plan in the coming years.



1. Introduction

Information Technology is playing an increasingly important role in the work cf the Senate
and Secretariat General. Having a well funclioning, modern IT infrastructure is essential if
the Secretariat General to improve its overall service to the Senate, both in terms ofits core
vision and in its day lo day operalions. Developing a strategy for the improvement and
installation of an IT system that enables the timely exchange of information and increases
the level of internal networking is an important first step in achieving this goal. These faclors
demand a broad-based, and slralegic approach lo information technology planning.

This Master Plan sets out to the way forward for IT developments within the Senate. It sets
outan IT vision and plan for the next 5 years based on the new Strategic Plan of the Senate
{2003 - 2008). This Master Plan is inlended 1o help guide shorl, medium and long-term
decisions on tlechnical (infrastruciure and software application), human rescurce development
(HRD) and financial issues relating to the development, use and support of IT facilities for the
Senate in the most cost efficient way,

The initial pricrity areas for work are identified, both in terms of process improvement (namely
in enabling timely and free access to documents relating to draft law) and area of work. This
requires heiping improva the work of the Commissions by assisting the Secretariat General
to provide betler supportand advice. This also requires identifying which deparimenis need
to have IT systems as a first priority to achieve this objeclive (namely the Council of Law;
Department of Legislation and the Library).

Itis recognised in the Secrelanat General stralegic plan for the Senate that the insfitution is
essentially an informaticn-driven organization. Itis also recognised that the existing facilities
require upgrading and there is also a lack of a proper up-to-dale informatics nelwork — the
normal werking teols of any well-functioning legislature. Improving this situation requires the
crealion of systems designed o eleclronically document the werkings of Parliament and
the Secretariat, ranging from developing specific applications to support the Senate's
document management systems and financial management needs, through 1o the creation
of an E-Library. This approach needs o be complemented by developing the capacity of
staff in information technology skills, by providing thorough customised training and
approprigle documentation 1o support them in their work.

In this respect. this Master Plan aims 10 achieve the Senate’s specific IT sirategic goal (as
detailed in the main sirategy document) of:

‘Develop an information strategy that includes planning and installing a medermn information
system and information technology infrastruclure’.

by undertaking the following sleps:

* Underlake a comprehensive review of the current Information Technology {IT) situation in
the Senate in cooperation with the Nalional Assembly.

= Conduct a thorough IT needs analysis relaling to the adminisirative, materia! and legislative
needs of lhe Senale.



+ Develop a shorl and leng term IT infrastructure plan covering the design, purchase,
installation and implementation of new systems and obtain donor funding lo implement
the IT plan.

Underlake a phased and progressive installation plan focusing on the mosturgent IT needs.

= Develop and implement an IT training plan that lakes into account the need to maintain
and repairnew systems, as well as providing lraining on repairing office electronic equipment
such as computers, printers and photocopiers,

Redasign and updatle the Senate Web-site,

An imporiant aspect of this plan is ideniifying the three main 'strands’ that need o be
introduced in the coming years, these sirands are complimentary of each other and cover all
aspecis of the Senale’s above aims. These slrands are:

IT Infrastructure
+ Applications Soflware
= Human Resource Development

These strands will be implemented in varying degrees over the next 5 years, in the following
Phasas:

Phase ! (short-lerm, 2003-2004)
Phase ll {medium-ierm, 2004-2008)
= Phaselll (long-lerm, 2006-2008).

The Table at Appendix A shows how the main strands will be implemented over the duration
of inese Phases, and provides a concise overview of this IT Master Plan.

Implementing this Master Plan will therefore directly benefit Parliament and Senators by
creating a Secretariat General that directly conlributes toward improving the work of the
Commissions. In addition, general communication will be speeded up, not only inter-
deparlmentally within the Senate, but also at a future date with the National Assembly and
government Ministries. Important information with regard to Mational legislative issues will
be shared in a more systematic, structured and timely manner. Officials and Committees of
the Senate will be able to make key decisions regarding National issues by being able to
zccess information relevant to the wider local and internationzl arena. This will develop an
undersianding how global frameworks need to be considered and incorporated within the
Kingdom's developing National policy and legal frameworks, and help Cambodia to succeed
in meeling its international and regional obligations through crganisations such as Asean,
lhe United Nations, and the Woarld Trade Organisation (WTO).

2. Background and context to the IT Master Plan

As explained in the introduction, the need for an T Master Plan comes from the slated goals
detailed in the Secretariat General Stralegic Plan for the Senale. The Strategic Plan
recognised thatin order lo become a well-functioning Instilute, the Senate needed to develop
an institutional wide IT straleay that considered not only the {echnical and infrastructural
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needs of the Institulion, but also the important human resource development requirements.
In this respect, this Master Plan lakes into account many aspects beyond the IT component.

Information Technology will play a vital role in the future work of the Senate, especially in
heiping the Institute achieve its overall vision and goals. Ata specific level, the introduction
of this Master Plan will enable the Secretarial to meet its specific obligation for the safe
keeping of all official Parliamentary documents, as well as maintaining the records of
proceedings of the Senale and for keeping custody of these records and documents. A role
that extends to responsibility for maintaining all the official records and minutes of meetings
for the plenary sessions,; the Permanent Standing Committee: and the nine Commissions of
the Senate. However, an important factor te remember is that technology should not drive
the way the institution cperates - its funclion is to pravide access lo information and services,
and support the workings of the Instilution,

In preparing this Master Plan, the views of many staffs and key people working at the
Senats have been sought In order lo ensure the final recommendations and proposals arein
accordance with users needs and overall strategy of the Senate. A special thanks is owed
to all those people for their advice, support and helpful suggestions in developing this plan.

2.1. The evolving IT environment

The IT environment is changing at a rapid rale. The purpose of acknowledging this here
more fully is to be clear that what is proposed today in terms of infrastructure, systems,
hardware and software is based on the most up-lo-date knowledge at the time. Itisimportant
to note that all of these IT elements change at a pace quicker Ihan other technology
development in our modern history, and what may be recommended today, may be very
different to what may be recommencded or ngeded in 2008, or in 2008. In this regard, like the
Secretariat General Stralegic Plan for the Senate, this IT Master Plan should be viewsad as
a ‘living’ document hat needs to be updated on a regular basis as technclogy and
circumstances change.

One of the changes 1aking place in the exlernal IT environment thal the Senate neads {o
respond tois the capability to handle multiple information sources. One goal of this Master
Planis 1o ensure thal particular concern is met through interconnection (where appropriate)
lo the Inlranet, internet and Exlranet via a single, high speed network, This is importantto
allow senior management access to the necessary MIS (Management Information System)
dalabases, as well as accessing documenits in the library and through other sources.

Anoiher important factor taking place in the exlernal IT envirgnment that is central to this
plan, is the rapid growth of Cambodia’s own human resources in the field of information
technology. Many people are now becoming qualified in computer maintenance, installation,
system support, and skilled in using software al an advanced level. The changss laking
place in the external environment need to be recognisad, and responded to at an Institutional
level so the Senate does not find itself out of slep with the rapid rate of technological change
taking place elsewhere in the country: particularly in the education, lechnical and commercial
sectors. The approach to supporting lhe Senate in responding lo this environmental pressure
is detailed more fully in the seclion on Human Resource Development (Section &).



Although itis not possible to have a clear vision of what the world will be like in IT terms in
5 years time, itis possible to make some predictions based on whatis happening in terms
of current research and development within the IT industry. The trend is loward media-rich
and interactive communication technologies thatintegrate data, voice, sound and video. An
important aspect of this IT Master Plan will be the need to periodically consider he impact
the convergence of computer and voice sarvices is likely to have on the future working of the
Institution as a whole, or in part. Such convergence will allow desklop computers to be
used as telephone handsets via a single wiring system, enabling users to overlap hetwean
voice and e-mail applications efc. Itisimportant to consider these aspects in the evolutionary
phases and periodic reviews of the IT plan, and particularly when planning new infrastructure
design and installation. At some stage in the future it will be possible for the commissions
and depariments of the Senate to hold video conferences with their counterparis in parfiament's
of other countries, providing the appropriate lechnology is purchased and installed.

A changing IT environmant means it is also possible that mobile computing devices will
become as cheap as mobile phanes by 2008, and this is an impoertant fulure consideration
for the Senate in the way ituses |T 'work-wise'. Some senior slaff and Senators already
have lap-tops, which aliows them portability in their work, and as they become cheaper,
more people are likely to use them interchangeably between work, home and when they
travel (nationally and internationally) with a desire to use simple video conference facilities.
The Senate neads to be mindful of the need for staff to have a ‘plug and go’ oplion as they
bring their own data devices inlo work, and also how these will be supported mainlenance
and security wise when ihat time arrives. The securily of data is considered in more detail
in Seclion 7.

3. Current problems faced by the Senate with regard to legislative process, IT
facilities, network infrastructure and human resource capacity

The Senate faces a number of problems with regard to its existing IT facilities and its network
infrastructure.  CIT has conducted a comprehensive survey of the Senate’s existing
infrastructure, software applications, hardware, working practices and human resource
development needs in formulating this IT Master Plan. The survey methoedology included:

+ Studying the existing procedures and work flow of the commissions and departmenls.

+ Assessing the computers and equipment currently in use.

+ Assessing the current IT knowledge of staff and officials working in the Senale.

»  Conducling in-depth interviews with members of commissions and departmental stafito
assess existing needs and future requirements wilh regard to IT and associated work
based practices.

The purpose of this approach was to develop an IT Masier Plan based on the most holistic
range of information within the time available.

The Senate and Secretariat General are similar to other parliaments throughout the world in
the sense that they rely very much on the effective collation and dissemination of information,
in which lechnology plays an important role. Although there is a good number of existing
individual computer work siations (161), however, the Senate doesn't have a central eleclronic
information data storage which allows Members and key persons at the Senale lo access
to information without any major barriers. The Senale also lacks a proper up-to-date network
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conngecting its own work and that of the commissions that allows for the effective transfer
and sharing of data. This situation means there is no means of accessing information in
advance (particularly draft Bills being considered by the National Assembly); no reliable
mechanism for creating or maintaining an ‘institutional memeory”: and no reliable and safe
system for storing official documentation or retrieving it once stored.

Disseminating information refating lo the activities of the Senate and creating an inslitutional
‘identity’ is also an important task for the Senate and Secretariat General. However, this
has not been an easy task mainly due to a lack of the necessary Information Technology
and appropriate financial resources that would allow the effective dissemination of information
to the public throughout the Kingdom. Distribution of the Senate publicalion, aimad at
providing information on the procedural workings of the Senate is limited due to restrictad
funds and appropriate technical supporl necessary to widely produce and distribute
information, Putting such publications in the public domain (on the World Wide Web for
example)would allow the public and civil society to better understand the work of the Senate.

3.1.  The existing process of internal and external information flow of the Senate

Improving the Senate’s contributions as a legislative body is a necessary top-pririty to
enhance the democratisation process and the rule of law in a framework of good governance
and promotion of democracy in Cambodia. There is more demand that the laws adopted are
open for public consultation, taking into account public interest, and lo ensure they are good
lzws; regionally acceplable lo minimum standards; and are consistent within @ more unified
system. In underlaking this process, the Senale has a number of key funclions which are
described below, Itis important lo undersiand these funclions when considering how the
provision of IT can help improve the Institution’s work.

Cne of the key funclions of the Senate is its 'Refinement Function’. This imporiant function
relates to legislative process and is aimed al improving the quality of the laws and legisiation
already drafted by the Royal Cambodian Government and adopled by the National Assembly.
This improvement role focuses on the efficiency, qualily and value of drafl legislation, and
takes into account issues such as the strenglhs and weaknesses of draft legislation and
the impact it will have when finally passed. Much of this role is detailed in Article 113 of the
amended Constilulion. In addition lo the Refinement Functlion, Senate also has a ‘Provision
of Alternatives function’. This function requires the Senate to support the Royal Cambaodizn
Government and the National Assembly by helping choosc legislation that is relevant, concise,
and in the inlerests of all Cambadia’s citizens and civil society. Making these processes
and lunclions more efficient is central to this IT Master Plan.

Impraving the passage (or flow) of draft bills and infermation exchange within Parliament and
its Parliamentary Commissions is of crucial importance and must be considered the top
priority within this IT Masler Plan. Itis, therefora, oriefly worth describing what that process
involves before the main problems are identifiect. In brief, the current passage of drafl bills
originates from the Nalional Assembly. The Senate has one month {o review a bill (the
period is reduced to five (5) days when a Bill is declared urgent). If the Senateis notable to
vole on Lhe bill within the time provided, the law is adopted as voled on by Lhe National
Assembly.



In practice, many bills are forwarded to the Senate marked ‘urgent. This leaves the Senate
in the impossible position of reviewing bills in the given time. Moreover, even when the bill is
not marked urgent, experts believe the one-month review period is insufficient for a proper
review of a complex bill. Draft bills are rarely widely distributed to other Senate Commissions
or Senators due o cost and an inefficient distributing system. This means that the other
Commissions (beside the Commission’s whose responsibility it is io examine the bill), do
not have a reasonable period of time to access documents and voice their concerns at an
initial stage. This inevitably means that bills are rushed through without a due consultation
process being engaged in. In this sense, it appears a partisan approach to information
sharing takes place, therefore deliberate withholding of documentation is engaged in, meaning
Senators are unable to fulfil their duties of representing the pecple as constitutionally
mandated.

The communication difficulties (often because of lack of facilities and adequate resources)
between departments and bureaus responsible for facilitating the passage / distribution of
the draft bilis through the Senate also contribute to considerable delays in the system. This
is often due to poorly defined procedural processes for the distribution of legisiative documents
and subsequent timely flow of information.

As can be seen from the main issues above, the current passage or flow of draft bills causes
considerable problems for the effective functioning of Parliament, and is a major barrier for
Commissions when coming to fulfil their duties. The main challenges lie specifically on how
the Senators and/or Members of the Commission can effectively access draft bills {in order
to understand the debate at National Assembly level), thus enabling Senators and Commission
Members time to study drafl bills before they are officially delivered.

In addition to above, the lack of internal networking (essentially an Intranet), file sharing,
access lo the Internet (especially for the Research and Legislative groups) and general
communication all add up to a poor leve! of service and contribute significantly to Pariament
being unable to perform its tasks according to its Constitutional Mandate.

The lack of IT facilities and a suitable infrastructure also extends to the knowledge and skill
base of staff with regard to IT application, and these too need to be improved.
Recommendations for overcoming these issues (i.e. establishing an Intranet) are detailed in
Section 4, which is seen as key to improving this crilical aspect of the Senate and Parliament's
work.

It is worth poinling out that if this key area of the Senate’s work is not improved, then the
Senate will be unable to move toward becoming a well functioning Institution in line with
other modern parliamentary institutions throughout the world. In this sense, the importance
of acknowledging these limitations and accepting solutions / recommendations aimed at
speeding up the information flow and data sharing is essential for helping Parliament meet
its constitutional mandate. Without this step forward, draft legislation will continue o be
processed in a way that is partisan, inefficient and costly. It will limit/ prevent the public and
civil society participating in the development of legiglation which places a limit on democralic
progress,



3.2, Computer and software assessment

The Senate uses some 161 computers and 126 printers. These are dispersed through the
many Senate buildings. The condition of some are reasonable, however, many require
upgrading or replacing if they are {o be compatible (i.e. efficient) with the new technology
made available through this Master Plan. Due to financial constraints and lack of IT
coordination, the Secretariat General does not have a periodic ptan for purchasing, replacing
and/or upgrading hardware when it becomes obsolete. The majority of staff use Windows
88, but do not know how to use itto its full potential. Only a small number of computers are
connecled to the Internel. There is no means of allowing Senate staff access to the Internet
at all times in a cosl-effective way. However, the Senate Library has a LAN that enables
dialup access to the Internet (when the Library is open).

The current Firewall {the software thal prevents unauthorised access to the system from
outside, and also protecls the sysiem from viruses) is minimal and subjects the Inslitulion’s
exisling syslems lo unnecessary risk. This risk is likely to become exacerbated in the near
future as virusiworm sophisticaticn increases, meaning that other users connected via the
LAN will also be atincreased risk.

The survey conducled locked at the IT equipment currently used by the Senate Commissions
in detail. The full specification is too detailed to include here (as the information extends 1o
room localion, processor lype, RAM, HDD, CD-ROM, LAN card, operating system, software
applications, and cabling) of 2ll 161 compulers used by the Secretariat and the Commissions.
However, the able below shows the number of compulers used by the Commissions, and
the proposed number of computers recommended to comply with the cbjeclives of this
Master Plan.

Current

Commission computers (No.)

Proteclion of Human Rights and Reception of Complaints
Finance and Banking

Economy, Planning, Investment, Agncullum Rural
Development and Environment

Home Affairs, Mational Defence, Interior, lnvastigatmn and Anti-
Corruplion

Foreign Affairs, Information and Propaganda

Legislalion

Education, Religious Affairs, Culture and Tourism

Public Health, Social Actions, Labour and Women's Affairs
Public Works, Transport, Post and Telecommunicalions,
Industry, Energy and Commerce.
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1112 EDie Delda SHOWS U eXisUNg Compulsn ion e saecrelanal aeneral.

Department Current computers (Mo.)
Administration a
Procadure 5
Finance 5
| Technical Affairs 13
Protocol 4
Intarnational Relationship 2

Library and Research 16

Cabingt of the Spagker B
_Cabinet of the First Depuly President 2 —
Secretary General 5

Assistant of Deputy Secretary General offlics 3

Assistant of Secrefary General Office 4 _:
Senafor 13 .:
Assistant of Second Deputy President 2 i

The overall observation is that there is not sufficient computars for the Senate’s needs (itis
recommended that 50 additional desklop computers are purchased to meet needs). Tha
vast majority of computers have Penftium |l processors and are capable of being usad efficiently
through to approximately 2008, when they will need upgrading. Howsver, a number read
upgrading to facilitate connectivity to the Intranat/ LAN through the purchase of LAN cards
and appropriate software etc.

3.3. Working practices

From the survey it was clear that there is a need to increase ability to initiate legislation:
make recommendalions on draft laws and proposals: held constructive informed dabate
during plenary sessions; monitor law enforcement; and implement the Internal Rules and
Procedures of the Senate. Therefore, a central aspect of this IT Master Plan is helping
improve the whole legislalive process, so that the work of Senators and that of the nira
commissions is strenglhened. The support vehicle for helping achieve thase goals and pricrities
is the Secretariat General of the Senale. Itis belizved that the introduclion of a proper
informatics facility will help achieve these aims, and at this point it is important to restate
lhatimproving the work of the Secretariat is the key to improving the work of the Commissions.
The Secretarial is the main body for supperting, advice, research, information dissemination
ete. and without improving the work of the Secretariat, the work of the Senate's Commissions
will never be improved.

Ore of the problerns with regard fo current working pracice is that Senate slafflack experience
of how [T systems can improve and support a modern parlizmentary system. Consaquently
there is a lack of useful malarial specifically designed for Senators, staff and the public on
the various working aspects of the Senzate. There is a need to digitise this informalion, as
well as the production of parlizmentary records and to develop ways to improve public access
to these records.
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Al a general level the siaffin the Secretariat use their computers mainly for word processing
(some use spreadsheets such as Excel). Information is not usually shared, due to bolh
technclogical and working practice problems, and much information in documentation.form
is generated by hand in paper format, Staff do not generally useihave access lainternal e-
mail, Intranet or extranat facilities, Currenlly, there are a number of dala 'scurces’ (e.g.
commissions, deparlments elc.) that produce data but with no means of integraling or
sharing the data they generate. This situation means the efficiency of workfiow between the
relevant commissions and their supporting departments are poor. There are a number of
individuals within the Instilution (and outside, such as Ministries) who would benefit from
access (o such data for purposes of work,

One of the main issues the Senale faces in ils work (particularly in relation lo document
sharing) is ensuring the integrily and accuracy of decuments (and other data) as itpasses
through commissions znd departments. Changes made to documents at one iccation are
uniikely lo be ‘mirrored’ in the same document if a copy is held elsewhere - ensuring data
inlegrity is essential for correct decision making. The existing number of disconnected
information sources (i.e. no file server lo hold the document at a central, single scurce) puls
this integrity and accuracy at risk, It is necessary, thercfore, to establish and introduce
mechanisms and procedures that manage data in a coordinated way and also makes that
data accessible to people whom have a legitimale cause to access it.

Currently there is no customised application software to aliow individual dep:iriments ‘o
conducl and manage their work and business in the most elfective and efficic:t way. The
main issues identified when consulting Senate staff and officials were:

*+ Thelibrary has no eifective means of cataloguing its resources.

= There is noinventory control system lo record and irack instilutional assets and cquipment
{this will be esseniizi lo support future audil processes).

+ Thereis no human resource management system 1o support effective HRD and personnel
management praclices. .

+ The payroll sysiem is manual and the financial accounting syslem is not tailored 1o
instilulional requirements.,

Although not all the above are first-pricrily issues for the Senate (due to availability of financial
resources), they are issues that impact on the perdformance of the Institution as a whole.

34. CurrentInfrastructure provision

The Senate operates from a number of buildings on one main site. These builcings are not
networked. Where cabling exists within buildings it is Category 5 (original installztion).
There are no fibre oplic cables. The local nebwork (which should allow information sharing
on draft bill analysis, challenges and comments, Internet access, shared use of priniers, a-
mail and file sharing and storage) where it does exist can be classified as ‘poor’. Poor
nehworking means documents are not efficiently shared, they become lost, and mulliple
versions of documents exist on peoples’ deskiops thal quickly become obsolete. None of
ihe Senale buildings are linked to any other institulions, such as nearby Ministries or the
Nalional Assembly.
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During the survey, Senators expressed the desire 1o have a ‘automatic vote registration
facility’ to record the voles of Senators following debate. Recommendations for such a
system are made in Section 4.

3.5. CurrentIT human resources and skills of staff
3.5.1. IT skills of staff

A skills and knowledge assessment of staff was conductad for this Master Plan, which
identified the fallowing general issues,

+  Most staff use computers solely for word processing and make little use of the extensive
range of other applications. '

+ Staff generally do not have a sufficient range of skills or knowledge to enter the correct
information into the computer.

= There was a lack of working melhodology in compuler usage, which points 1o poor work
efficiency.

+» Stafi do not know how to format or create documents correctly.

+ Staff do not really understand the software packages provided as part of their system
software.

* Most staff do nol know how to manage documents efficienily.

Generally speaking, the overall knowledge and skills of staff with regard to IT use within the
Senate was limited to word processing (although some slaifwho had access to the Inlernet
demenstrated sufficient user competence in basic searching and accassing Internet e-mail
accounts such as Yahoo and Hotmail). In terms of overall knowledge and skill application,
liltle use was made by staff of cither softlware programmes (such as spreadsheels, Power
Point}, although some individuals did demonstrale competency within these areas,

3.5.2. IT support

The current Senate IT Team is very small. Their exisling knowledge and level of skills are
insufficient fo perform the required existing tasks, or fulure ones as the IT needs for the
Senate grows and evolves. There is no database administrator (as there is no database lo
be adminislered) and no programmae developer to write in-house programmes. Thereis no
network manager and no one currenlly provides any "Web Masler’ service or funclion. Finding
staff io underlake these roles and responsibilities will be essential for a well-functioning
Institutional IT system. Recommendalicns for approaching this issue are considered in
detail in Section 6.

3.6. Connection to otherinstitutions
Currently there is no means of communicating with other institutions, such as the National
Assembly and Ministries (e.g. Council of Minislers; Ministry of Assembly Relations and

Inspection) other than through 1SPs {usually e-mail) or telephone, and this is providing that
lhe other instilution has the necessary IT facilities in place.
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3.6.1. Video link to the National Assembly

Currently there is no means of cbserving the aclivities of the National Assembly while they
are in session, discussing draft legislation etc. One of the desires expressed by Senators
during the survey period was for the ability lo observe proceedings in the Assembly (on a
one way basis i.e. not for {he Assembly to view the workings of the Senale).
Recommendations for this are made in Seclion 4.

3.7. Problem summary

In Section 3 a number of critical issues have been considered that aifect the smooth and
efficient working of the Senate (and Parliament as a wheole). Theseinclude the workflow of
commissions and depariments; existing IT suppont, provision and infrastructure; Secretarial
waorking practice; existing human resource capacily and IT skills; and communication with
the MNational Assembly. hany of these issues can be overcome by installing the appropriv e
IT infrastructure, equipment, software and by praviding necessary training and support. This
aspect is discussed in more detzil in Section 4 below, which cutlines potential solutions in
terms of infrastructure {establishing an Intranet so informalion can be freely shared), softwars
application, and human resource development (whichincludes establishing an IT Team, providing
workshops for Senators, and training for officials and staff of the Senale onthe use of IT.

4. IT Master Plan Recommendations
4.1. Recommended Infrastructure

The main infrastructure feature for the Senate will be the establishment of an Intranet. This
will allow all commissions, departments, bureaus ele. to access information in a2 free and
timely way through a mechanism designed to improve the distribution of dra't law.and
exchange of information. The Intranet is one of the principle mechanisms for speeding up
the passage and flow of draft bills as discussed in Section 3.1. One of the main ideas behind
establishing the Inlranet is to create a neutral, non-partisan ‘holding area’ for drafl bills and
other relevant documentation that can be accessed by all concerned in a timely mannar.
Anolher important feature of creating a ‘free’ holding area through the Intranet means thaf draft
bills and other documentation da not have to be circulated in paper format - thus saving time,
and considerably improving efficiency and effectivenass, whilst reducing cost.

Phase | of this plan concentrates on the main priority areas which are the Council of Law,
Deparlment of Legislation; and the Library Group — and the Bureaus within each of these
Depariments. These are considered Priority One in the infrastructure development phase.
Additional departments will follow according to nexl level priorities and available funding.
The first slep in enabling an Iniranet is creating a LAN within the Priority One cffices, and
then ensuring these are networked. Once this has been achieved, connectivity to the Internet
can economically foliow (discussed in more detail at 4.2.1).

A good nelwork infrasiructure should underpin all IT services - it is the backbone of the
complete IT system. The semvices the infrastruclure should supportinciude Intranet, Internet,
¢-mail access, adminisiralive applicalions, library services, and support for video conferencing.
It should also have sufficient and reasonable capacily lo absorb new technologies as they
come on stream, without the need to upgrade the infrastructure or replace it completely
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(although that situation should be planned for at some time in the future). A good infrastructure
allows desklop machines, printers and software to be run in an efficient and cost effeciive
way. Although it is not parl of this inilial proposal, it is useiul to bear in mind that the
infrastructure (if supported by the appropriate hardware and software) can support
lelecommunicalions, security and fire alarm systems should this be reguired at a future stage.

For Parliament as a whole (the Senate and the National Assembly) to function effectively
and fulfilits constitutional mandate, it is essential that a secure, high-speed network between
the twois created. Such a network will allow the rapid sharing of data, draft biils (research,
bill analysis and recommendations) and video conferencing, meaning business is conducled
mare effectively and efficiently. A dedicated link between the Senate and the National Assembly
(and eventually Ministries) will allow voice and data to be shared between the Houses very
economically, as no third party link will be required.

The fellowing paragraphs provide detail as to some of the necessary infrastructure
requirements within this plan.

4.1.1. Cabling

An important aspect of the infrastruciure design is 1o install the correct and appropriate
cabling. There are two types of cabling recommended fer this IT Plan: local data wiring and
optical fibre or Wireless. These are discussed balow,

4.1.2. Local data wiring

Local dala wiring (i.e. used for connecling file servers to desk tops ete.) should be based on
category Se cable (to support Gigabit Ethernet) for the initial Phases of this plan. Any
alternative wiring products should be given careful consideration as to their compatibility
with any existing and future instzalliations.

4.1.3. Optical fibre

In Phase lll of this plan itis propased to use optical fibre (fibre optic cable) to connect the
National Assembly and the Senate, once the Naticnal Assembly has moved lo its new
location. Additicnally, as more government instilulions come on stream for fibre, then given
the right connectivity, it will be possible to link the Senate with selected Ministries, The fibre
optic used should include both mullimode and monomaode fibres depending on the needs of
the Institulion and changing technology towards 2006 - 2007. The delails and costs of this
iniialive are delailed more complelely in the IT Master Plan for the National Assembly.

4.1.4. Electric static prevention

in order to protect the hardware from electric damage {power surges, lightening strike etc.)
and ensure continued operation during power culages itis recommended that all computers!
componeants have a means of voltage regulation, UPS {uninterrupted power supply, or battery
back-up) and ground connection. Furthermore, all buildings should have anti-lightening rods
installed to ensure equipment is not damaged should lightening strike.
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4.1.5. Purchase of new computers

It is recommended that all the new proposed desktop computers are installed in Phase |.
This will allow stalf to become familiar with their use, have somewhere to put their trzining
into practice; and will also allow the speedy eslablishment of the Intranet as that phase of
the plan gels underway.,

4.2.  Infrastructure and Hardware Development
4.2.1. Phase linfrastructure works (2003 - 2004)

This Phase is the firsl slep in establishing the Intranet by creating the necessary conditions
to support its introduction. This will allow access to all cenirally stored dala at no cost
{eventually allowing the National Assembly access at a later stage) and to the Internet. As
explained in previous Sections, this aspect is key to improving the work of Commissions
through increasing the eificiency and effectiveness of departmenls. In the early stages of
this Phase, there are & number of crilical tasks that need to be undertaken to ensure
subsequent phases can proceed according to the broad Master Plan. These are:

«  Create a LAN within each Pricrity One department (i.e. Departmients of Legal Research;
Department of Legislative Procedure; and the Library Group) by installing Calegory 5 cabling.

+  ldentify {upgrading if necessary) a suitable computer to be the local file server.

+ Install appropriate software to allow local e-mail connectivity.

« [nitiate access to the Internet via a local ISP,

+  Install voltage regulators/UPS where appropriate.

* Purchase 50 new computers, and necessary hardware (and software); including new
printers, scanners, cabling elc.

«  Upgrade 150 computers

- Assign maintenance contract for above untilin-house stalf can take on board maintenance 1asks,

= Create a LAN within selected Priorily Two departments.

Creating a LAN (in diagram form) would look similar to the following:

o,
[l

GncaEmuEsEEsE | Hub

Compulers on Local Area Network (LAN) of one department connected
through a hub can share files, printers and can communicate throughe-mail.
The LAN can be configured to have one server or non (peer i peer),
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Implementing the above will enzble people within a deparimentioffice to communicate freely
with each other by internal e-mail, share files, access the Internet, and back-updatatoa
local file server. However, the installation should be made on a priority basis, with the
Department of Legislative and Procedure, Depariment of Research, and the Library being
identified as top-priority. For each of these Departments, a full quota of PCs is needed,
along with a departmental scanner, printer, e-mail server, and connection to the Internet via
a lease-line modem link.

Establishing the beginnings of an Intranet would lcok something like the following:

Department 1

= Hub mm Router

]

g e s
@ “@; @ = é . Department 2
! : ! '

f_i__l_illil'!l::lijl Hub
- =
[ Central 7 :

/\._ _S:ENLJ
% % @ % {%@; Department 3

One possible configuration is fo fink all depariments through routers.
Each depariment is called a sub net,
There should be a server for cenfral depository of shared dala.
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4.2.2. Creating access to the Internet

Within Phase | it is recommended that connection to the Internet be facilitated once
depariments are networked and staff have had their desklops upgraded. Itis estimated that
the most cost effective way of achieving this will be to lease 1 line (256K baud rate) dedicated
to Internet provision (at a cost of USS 1,700 per month per line for unlimited use, and USS
200 installation fee, and phone line costs USS 100 per month) from an ISP provider (costs
quoted are from Camnet, the cheapest ISP provider in Cambodia - see Appendix D for
detzil). If lhe Senate is not networked first, then a number of ISP lines will need to be leased
(@2pproximately one for each building not connected by LAN). Although itis preferential to
avoid this option, in the short-term pending full’partial networking it may be viable alternative.

The preferred option will aliow Senate users to access the Internet efficiently and cost
effeclively (it is assumed that staff will nol all require access to the Internet =t the same
time), however, increasing the baud rale to 512K is not a problem sheuld this t2 required.

Introducing such a system will ensure that when users come to access the Internet, they
cando soin a speedy way, and not be constrained by the current “slow’ conno slivity rates.
However, it is recommended that this installation be underlaken progressive!y, only when
LAN phases have been completed (lo save unnecessary expendilure). Providing access
through other means withoul preferential tanfl agreements with an ISP provider is likely 1o
prove costiy, with no means of identifying or controlling expenditure levels (some ISP rates
are as high as USS 3 per hour).

Animportant point o note here is the rapidly changing cost structure of Inlernet provision in
Cambodia. Intemetrates have fallen fromnear USS 8 per hour access rates (12982), lo near
S0 US cenis perhour access rales (2003) al Inlernet outlels. The cost provided in this plan
is based on initial discussions with an ISP provider, however, it will be necessary io chack
prevailing markstrales atthe time of proposed connection, and 1o review them on a contract
by contract, or year by year basis as rates change.

4.2.3. Phase llinfrastructure works (2005 - 2006)

Fhase Il of the infrastructure works involves linking all the depariments/offices within the
Senate sile together,

These steps include:

* Purchase of 25 computers, hubs, switches elc. to enable central file server for 2ll Senale data.

* Create a LAN within remaining Priorily Two, and Priority Three deparimenis.

* Link the closest Senate buildings via Category 5 links.

+ Establish a wireless link between the Senate and National Assembly and obtain license
from MPTC (this is detailed fully in the National Assembly’s IT Plan).

The diagram on the next page shows how a wireless link between the Senate and National
Assembly would look conceplually.
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4.2.4. Connecting the Senate and National Assembly (using wireless technology)

As previously mentioned, Parliament can benefit considerably from a dedicated link between
the two Houses (both cost and working practice wise). In Phase Il of this Master Plan itis
recommended that a wireless link between the two Houses be established.
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National Assembly

A wireless using microwave link allows the two
Houses (o share data and communicale freely.
Each house can use the Intranet, Extranet and Internet links

This will enable all those on the networked system to share data {and voice) over a dedicated
link and engage in video-conferencing aclivities if the appropriate equipment is installed.
The wireless link is recommended for two reasons. First, the National Assembly will relocate
to its new building in Phase Il of this pian and move to using fibre-optic cable for the link
between the two Houses —funding and licences permilling. Second, the wireless equipment
can be transferred to the new building and be used as network contingency should the fibre-
oplic link be disrupled (e.g. through mainlenance or inadvertent road/building works).

The proposed microwave link is lo use Wireless Outdoor Bridge, with a capacity of 18
Mbps, and a maximum distance ¢f 10 km. This is compliant with IEEE 802.3. (See
Appendix D for full specification). Such alink will allow the National Assembly and Senate
lo seamlessly share the central dalabase.
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4.2.5. Phase lllinfrastructure works (2007 - 2008)

The main component of Phase lllis conngcting the Senate and Mational Assembly by using
fibre-optic cable, for the reasons more fully explained in the paragraph above.

* Implement main server link between the Senate and National Assembly.

+ Purchase necessary hardware to support fibre-optic link and create fibre-optic link.
*  Upgrade Operating System and software,

* Purchase and install one-way video capture (from National Assembly to Senate)

= Purchase and install interactive voting system.

4.2.6. One-way video link to National Assembly

Anexpressed intention of the Sanale has been to cbserve the proceedings taking place in
the Naticnal Assembly. This would reguire installing a video and voice capturing system
within the National Assembly chamber, and relaying scund and images to certain locations
within the Senate site. Iffibre optic has not been installed at the stage this is required o go
live, then one alternative would be to fransmit the data over 2 SDSL lease line, The cost for
this installation is detailed in Appendix A,

4.2.7. Interactive voting system

The Senale is keen to have an 'interactive voling system installed” with full voice conferencing
system. This would aliow Senators to register their votes elactronically by use of smart
card technology and for digitized records to be maintained. The cost for this installation is
detailed in Appendix A

4.3 Costs

The costs for Phases I, [l and Il are delailed in Appendix A, \With regard to maintenance
costs, itis recommended that a competent contractor be appeinted to maintain, service and
repair the entire Institute's IT facilities until in-house staff are capable of taking on board the
role themselves. Although electricity costs will rise as a result of this plan, the increase is
not considered significant,

5. Recommended approach to Application Software

The cost of software is a significant part of any |T budget and makes software selection an
important aspact within he development of the IT plan. Generally speaking, for most deskiop
applications the use of powerful graphical interfaces (such as Microsoft's Windows) is
sufficient for the majority of usars. However, there are a number of specialist tasks that the
Senate conduct in which application software should be spacifically developed. The reason
for this is to:

«  Davelop suitable software in the Khmer language.

+ Develop databases that are specific to departmental neads (e.q0. finance, inventory conirol ete. ).
+  Ensure that applicalions can interface wilh each olher (Khmer-User-Interface),

»  Ensure thal the system is able to ‘grow’ when the Senate's needs grow.

. Ensure there is on-site |T support fo correct any software issues.
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Although developing and maintaining specific software is generally more costly than packaged
software, it is clear from the above criteria that purchasing packaged soflware is not really
an option given the Khmer language and interface requirements. Moreover, soflware
development costs will be shared between the two Houses, making it a much mare
economically viable proposition. Additionally, training will be required for all users (but this
is true of any new software package). Following consultation with key individuals it is
proposed that the Senate develop specific software to meet its needs in the following areas
{in order of priorily development).

= Library Management Informalion System (LIBMIS)

= E-Library

« Electronic Documents Management System (EDMS)

+  Human Resource Management Information System (HRMIS)
+ Inventory Management Information System (IMIS)

+ Financial Management Information System (FMIS)

Each of these is described in more detail below,
5.1, Library Management Infermation System (LIBMIS)

The purpose of the LIBMIS is to keep frack of all printed material (such as periodicals,
journals, books) and other mediums (e.g. CDs, video, sound casselles etc). The LIBMIS
has two modules, a catalogue module and a lending module. These are described briefly
below.

+ Catalogue module - the purpose of this module is to catalegue all mediums (from books
lo video) in line with inlernalionally recognised library coding indexes, such as the US
Library of Congress indexing system. This will allow users to search for material {using
alibrary search engine) by author, title, key word, subject, publisher, date elc.

+ Lending module — the purpose of this module is to maintain an accurate record of all
material loaned through the library, keeping details of barrower, items lent, return dates,
fines for late return etc.

Itis expected that a 'library lending card’ system (possibly along bar-code technology lines)
will need to be developed with the 'lending module’, and this would need to be done in
consultation wilh the appropriate library staff,

5.2, E-Library

The concept of an E-Library is an important ane for the Senale, in the sense that itis central
lo the Senate's strategic plan for creating greater access to Parliamentary publications
{both for the public, and at a more resiricted level for Senators, officials and stalf of the
Insfilule). The Senate has recognised there is a need 1o improve the production of
parliamentary records and develop ways to improve public access to these records.

Making the necessary documentation available through the E-Library conceptis a first step
in moving toward greater access of documentation for all concerned. Such a move needs to
be developed in accordance with the Senate's strategy for making information available via
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a Senate Web Site. However, it must be recognised that within any move toward making
non-digitised documentation available in electronic from requires a considerable changg in
role and work for staff associated with the storage and production of documentation.

Making documentation mere accessible can help overcome the preblems identifizd In the
Strategic Plan with regard to information sharing. Mamely the lack of documentalion
specifically designed for Senators, stalf and the public on the various working aspecis of the
Cambodian Parliament. It will also help new Senalors find relevant literature to induct them
in ihe workings of the parliamentary system, and information that clearly describes the roles
and responsibiliies of various depariments, committees and other relevant precedural
funclions.

5.3. Electronic Documents Management System (EDMS)

The purpose of the EDMS is to make exisling paper documentation available and accessible
in an electronic format (and is closely associated with the E-Library concept). This
encourages good documenlation management and allows users o retrieve documenisviaa
search engine facility on an author, subject, date etc. basis, or even by a full-text search.
This facility allows speedy and efficient relrieval of documents that are stored on a database.
An added bonus of the system is the reduclion in paper copiés produced, thus saving
money on the purchase of paper producls.

Developing a proper archive facility is seen as a key objective of the IT Master Plan and is
intended to help overcome some of the difficullies staff face in maintaining and managing
archive malerial as highlighted in the Sirategic Plan (il can lake between several days and
several months for staff o find the exisling paper based documents).  As always, however,
careful consideration needs to be given to exaclly what process is used in transferring
existing paper based products into a digilised format, and how these are calalogued and
coded for fulure retrieval purposes.

5.4. Human Resource Management Information System (HRMIS)

The purpose of the HRMIS is to assist managing the Senale's human resources in an efficient
manner. This extends to developing a database to contain personal details of all the Institute’s
employees, their career and Iraining histories, probationary and staff development reviews
undertaken, and all other relevant data that can be used to optimise the Senate’s use of its
human resource base. The HRMIS can help the Senate better plan its institutional structure
for the future, and assist in devising HRD strategies that ensure staff skills and compatencies
are used in the best interests of serving the Senate. The HRMIS should interface with the
FMIS (on a restricted access basis) to ensure payroll runs etc. are accurate and up-to-date.

5.5. Inventory Management Information System (IMIS)

The Supply Office of the Senate requires a suitable IMIS that provides control and tracking
of inventory costs and inventory levels - essentially assets and consumables of the Institution.
The intention with the IMIS is to record assels and consumables at location, track dispaiches,
transfers and receipt of goods between locations and from external suppliers. The IMIS will
be particularly useful in managing costs of consumables and provide invaiuable during paricds
of financial and inveniory audit.
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5.6. Financial Management Information System (FMIS)

The FMIS has a number of key funclions. Among these is the ability to track income and
expendifure and provide senior managemenl with accurale data in relation to Institutionzl
costs, both in local Khmer currency and other country currencies for which the Senate has
responsibility managing.

Payroll facilities will be an important feature of the proposed FMIS. Currently the payroll run
is undertaken manually which provides opporiunily for ‘error’ in recording slaff salaries and
expenditures. The FMIS will aulomatically generate salary lists, payroll reports and produce
pay slips etc. This provides an invaluable tool for budgeting and meeting internal audit
requiremenis.

The FMIS will also contain a ‘fixed asset register' medule that will help the Senate manage
its assets in a financially responsible manner (laking into account depreciation), and helping
in planning new purchases and making informed decisions with regard to asset disposal.
This latter aspect is especially useful where high depreciation assels are concerned. The
system may be extended to handle the Senate's procurement requirements should this be
considered desirable,

5.7. Approaches to developing application software

The approach to developing software will require the Senate’s IT Team to work closely with
staff from the departments of Finance and Administration, Personnel, Library ete. to develop
a commen applicalion and development framework that allows for effective integration and
dala exchange. The key aspects for developing software must take into account problem
solving capabilities, flexibility, ease of use, accessibility, security, clear wrilten guidslines
on use and development, and efficient technical support.

One extremely impertant point to note within the move toward ‘digilising’ work practices is
that many practices are currently paper based and undertaken manually - and the change
inwerking praclice this will have on the staff who currently perform these tasks. Itis fikely
that their roles and functions will change considerably and progressively over the course of
this Master Plan, and acknowledgement of this should be accounted for in the Senate's
overall HRD strategy for absorbing new IT practices into existing staff working practices.

For user support to be effective and efficient it is important that the use of other and diverse
software packages (for tasks that can be conducted with the recommended application
software) is discouraged. This general rule should also be extended to deciding the choice
of software packages on price alone. The Senate should develop a code of good practice
concerning the use of unauthorised or ‘pirated’ software — this is important as a number of
international organisations are expected to support the Senate in funding this plan, Wherever
possible, the use of site or bulk sofiware licences should be used to make software installations
economical,

5.7.1. Phase | Application Development (2003 - 2004)

+ Develop LIBMIS and EDMS in conjunction with deparimental users on a priority needs
basis (as specified in Seclion 5).
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5.7.2. Phase |l Application Development (2005 — 2008)

«  Develop HRMIS, IMIS, FMIS in conjunction with deparimental users on a priorily needs basis
+  Update LIBMIS and EDMS in conjunction with departmental users growing needs,

5.7.3. Phase Il Application Development (2007 — 2008)

- Update LIBMIS, EDMS, HRMIS, IMIS, FMIS in conjunclion with departmental users
growing needs.

The costs for the above Phases are detailed in Appendix A.
6. Recommended approach to Human Resource Dwaropmen_f

As stated in the Introduction, a key aspect of this Master Plan is the development of the
Senate’'s own human resources. In order to ensure Senators, officials and staif of the
Senate are able to perform their roles effectively, an approach needs to be developed to build
the capacity of all concerned in information technelogy skills, by providing them with thorough,
customised training, and the appropriate documentation,

Animportant aspect of the HRD strategy is ensuring that information technclogy is seen as
atool, not a goal in itself. The technology provides options and opportunity, but the Institute
must mobilise its staff to make best use of it in the most appropriate way, A number of IT
related studies suggest that making existing paper-based processes eleciranic can be
relatively expensive and more time intensive than originally perceived i.e. some paper based
systems are actually quicker and cheaper to run than their digitised counterparts. Careful
thought needs to be given to exactly which processes are brought into the IT domain.
Moreover, the necessary changes in produciivity and effectiveness require a change in the
way the activities of the institution are conducted, and as such, this HRD element of the IT
Flan must be seen as an integral part of 2 wider strategy to HRD in the Institute as awhale.
This will require senior management suppart, commitment and direction to ensure the strategy
succeeds as a whole,

The Human Resource Development (HRD) component of this plan needs to be viewed attwo
levels. First, there is developing a capable IT Team to manage the entire IT requirernents of
the Senate. Second, there is the need to hold workshops introducing the necessity of IT for
Senators, as well as training officials and staff of the Senate in the correct use of the new
systems and software. These two sirands of the IT HRD strategy are discussed below.

6.1. IT Team E

The role and funclion of the IT Team is critical to the success of this Master Plan. The IT
Team performs the necessary functions thal ensure the entire IT infrastructure, network,
hardware, software, systems and applications are kept operational and maintained to
acceplable standards. Amongsl the many roles of the IT Team will be the need to:

+ _ensure that systems are developed in accordance with Institutional strategy
+ plan for new hardware
+ maintain and back-up databases
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repair and maintain hardware

correct problems when they ccour

ensure system security and network resilience

create and design the Senale’s Web pages

introduce Senators, officials and staff to relevant IT needs

A primary concern in any HRD IT approach is that the staff responsible for the development
and maintenance of the IT systems, infrastructure and hardware must continually update
their skills to keep pace with the rapidly changing IT environment, Without this, the support
to the Institution will not be as efficient and effeclive to meet its real needs,

Itis recommended lhanhe Senate develop an IT Team broadly following the structure outlined
below.

IT Team

___J

Operation &
‘_DWEMT_ET ..... Socurity System Mulntans nee
T THepkadl| FwWebMeserr | Nueok i | e
peOeiorer ]  CProgmmecy | SysemEng. | Admicisior ,f .m-

The tasks and funclions of the above positicns are described more fully in Appendix B, and
may be usefully used lo develop part of Ihe job descriplions and person specifications ala
later date.

Two specific roles thal need to be created within this Master Pian is the "Web Master /
Systems Engineer’ position, and the overall ‘IT Managers’ position. Phase | of this plan
needs to recruit to these two positions (or train internal staff), and prior to doing this suitable
job descriptions and person specifications must be developed to ensure the most suitable
candidates are appointed to the posts.

6.1.1. Alternative approaches to ‘in-house’ human resource development

This plan has been developed on the need to increase ‘in-house’ human resource capacily
principally in terms of developing the IT Team. However, there are additional options that
should be reported here, if only to ensure the Secretariat General and Senale that other
possible alternatives have been considered. Each oplion has both advantages and
disadvantages, and if considered as serious alternalives more research needs to be
underlaken. For the purposes of this document, they are only commented on briefiy.

6.1.2. Outsourcing or contracting in

In a competitive market place it is often more economically viable to ‘contractin’, or ‘outsource’
paris of the IT support funclion. This has advanlages in that there are clear Service Level
Agreements (SLAs) between the user (in this case the Senate) and contraclor.
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Confract costs are usually clear and can be budgeted for on an annual basis; and the slaff
of the contracling company are normally familiar with the rapidly changing IT market. The
disadvantage in this approach is that it does little to develop the human resource capacily of
the Insfitute itself. '

6.1.3. External recruitment

The HRD companent of this plan is based on training exisling staff, or recruiting internally to
important IT posts, such as the Web Master and Systems Engineer positions. However, it
may be more spsedy to provide the Senate’s needed support by recruiling people fo these
positions externally, who already have the necessary skills and competencies, rather than
training from within.

6.1.4. Hybrid approach

The Hybrid approach is a mixture of all the HRD components of this plan. Recognising that
internal HRD is key lo the development of the Inslilulion as a whole, and thus supporting
internal training to develop IT capacity, bul also recognising that some lasks and functions
are best contractad in. This would be especially useful in the short-term, in which 'in-house’
IT Team trainees could shadow external specialists to learn inan ‘on the job’ fashion, with
the view of phasing out external support in the medium to longer-term.

Whalever approach is chosen, key lo successful IT HRD for the IT Team is the necessity to
keep pace with changing technology.

6.2. HRD of Senators, officials and staff of the Senate

The second aspect of HRD within this Masler Plan is improving the capacity of all those
individuals who are not parl of the IT Team, but who require 1o be familiar with IT and its
application to support the Senate's day-to-day business needs. This group of people can
generally be referred to as ‘end-users’. The end-user concept can be further thought of in
twa distinct types; these are the:

» Staff user, who operates the business source {e.g. dala processing): and the;
+ Executive or management user, who uses data to aid solving problems, make decisions,
and plan stralegy.

The requirements of each group in development terms is distinct, although not necessarily
separate, as the executive or management user may only need to know the basic principles
of the system, not detailed operating knowledge. Recognising that Senators, officials and
staff of the Senate all have differing needs in relation to IT is central to this HRD component.
Administrative slaffl may have to develop fairly detailed knowledge of the application soitware
that they are using (e.g. payroll staff, library staff) in order to be competent in its use,
ensuring the information is entered correctly and the system produces accurate data.
Whereas Senalors and senior management will primarily be concerned with accessing data
(rather than inputting it) and making decisions based on their interpretation of it. Therefore,
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for some members of staif who need a high level of skill in application software {payroll,
library cataloguing, invenlory management efc.), it may be appropriate for tests or examinations
to be infroduced. This would allow management io satisty themselves that the competency
of the individual is in keeping with their work based needs to operate and understand the
systemn, and also provide evidence as to the efficacy of the training provided (as a means of
manitaring and evaluation). Such an approach, however, would not be approprizle for senior
management and officials.

Within the inilial context of this plan, it is believed that the most appropriate approach to
HRD is a systematic approach based on providing workshops and training in ‘basic,
intermediate and advanced levels' of IT knowledge and application. As workshops and
iraining progress, and individual skill requirements become more clear {as work based
practices evolve within the new IT environment), itis recommended that the HRD stralegy be
re-visited and considered in conjuncticn with the Senate's overall HRD strategy, and the
appropriate follow-up provided.

itis of course recognised that a number of staff already possess competent skills in IT, and
not everyone is al the same starting point for learning. Training courses and workshops
therefore have lo be broadly tailored {0 meet the specific needs of individuals, whether that
person is at the beginners, inlermediate or advanced level. However, it is not the intention
within this plan to offer bespoke development {other than to members of the IT Team), The
reason for this is primarily based on cost, as individual approaches are unrealistic given the
early stages of this Master Plan.

6.21. Approach to developing human resources

As meantioned in the analysis of the Senate’s human resources (Section 3), there are a
number of shoricomings and weaknesses in the skills and knowledge of Institutional staff al
alllevels, The recommended approach to is to design a number of relevant workshops and
classas of varying levels of difficulty. These will be targeted at different audiences, such as
managament, slaff, end-usars, Senzlors and the IT Team. The objective will be to offer
suppert relevant to an individuals needs (i.e. their day-to-day work) and will be accompanied
by “applying their learning in practice’ when they return to their places of work (recognising
that training without work based application is of minimal value). Another objeclive is to
build the capacily of staff generally in a progressive manner, and at some future stage,
managament approval permifting, slaff may take courses to enhance their own knowledge
regardiess of relevancy to current work requirements. This approach will ensure that the
Senate’s staffand officials will grow in capacity, enabling them o seek promotional opportunities
beyond their existing work skill area, A numbear of courses have been designed in outline
for'users' and the IT Team, separated into the following groups.

= Executive management (EM)
- Staff(S)

* Hardware Maintenance (HM)

»  Software Maintenance (SM)

» Developer! Programmer (DP)
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Appendix C shows the outline detal of these courses, foliowing the acronyms ascribed above.
- 6.2.2. Balance of responsibilities

An essential approach to success of this HRD Plan is lo develop a balance of responsibilities
between the IT Team and departments of the Secretarial General. This essentially means
that clear guidelines must be agreed as lo the responsibilities of each. For example,
depariments must take the lead in ensuring their staff have the correct equipment to perform
their work tasks, as this will be beyond the scope of the IT Team’s role. Likewise, the IT
Team must take the lead in developing systems and infrastructure that meet the needs of
departments, and not expect departments to provide them with detailed specification of how
a system should be developed.

The following Phases broadly oulline the necessary activities invalved.
6.2.3. Phase|Human Reseurce Development (2003 - 2004)

+  Give seminar presentation to all Secretariat General Stalf of the Senate, Senators, pardniers ete.
on the IT Master Flan and its implications for the nexl 5 years.

+ Develop job descriplions for Web Masler /System Engineer and IT Manager and recruit
o posls.

» Establish remainder of IT Team,

+ Conduct training for modules EM 1-3, SE 1-3, HM 1-3, SM 1, DP 1-5.

+ Conduct training on LIBMIS, EDMS for departmental users

6.2.4. Phase llHuman Resource Development (2005 - 2006)

»  Give seminar preseniation to all Secretarial General Slafl of the Senate, Senators, periners el
on lhe progress of the IT Masler Plan and any recommended changes.

» Conduclt Iraining for modules DP 6-8.

*  Provide follow-up training as required.

6.2.5. Phase lll Human Resource Development (2007 - 2008)

» Conduct training for modules DP 2-11.
+  Provide follow-up training as required.

7. Security of IT systems and information

An imporlant concern for the Senate is the securily of ils data. Effeclive policies and
pracedures that relate to informalion securily are of particular importance and a necessary
component of a resilient IT facility. Although the security of equipment does not appear (o
be an immediate concern for the Senate, the security and privacy of informaticn needs tobe
given some careful thought, both in terms of accidental loss, and deliberate atlack in both
the short and long term.
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An increasingly mobile IT world means that unprotected data can be easily "burned’ lo CD,
copied lo dise, or simply e-mailed outside of the Instilution with the minimum of ease. As
more and more policies, procedures, personal staff data, financial records, bank account
details ele. become digitised, there is a need to think about protecting these records fram
(a) unauthorised access (b) unauthorised copying and remaoval from site. This situation
equally applies lo persons wanting lo gain access to the Institutes IT systems from outside
{hackers) or from viruses and similar hazards. Careful measures to protect Institutional
information and systems from external electronic attack need to be instellad through the
use of up-to-date technology.

To respond to the above concerns, policies need to be developed as part of the IT HRD
strategy that makes clear the approaches to;

«  Firewall

+  Backing-up

+ Password protection

+ Disaster recovery

= Copying and removal of data

These are addressad in turn below,
res Firewall

The existing Firewall should be upgraded with minimal delay with ene of a number of protection
programmes readily available on the market (such as McAfee, Norton efc.). A systematic
procedure should be putin place for updating the programme on a regular basis.

7.2,  Backing-up

The main purpose of backing-up is to ensure that critical systems, software and Institutional
data can be restored if lost. The backup of information stored on centrally managed servers
must be undertaken on a regular basis and carefully stored — this responsibility lies with the
IT Team Manager. Itis expected thatindividual departmental staff will take responsibility for
their own backup arrangements.

7.3 Password protection and restricted access

Accessto the Institutions natwork should be governed by a ‘password' system on & higrarchical
level. For particularly sensitive data (e.g. payroll, finance, security), access should be
restricted on a 'need to know basis', and appropriate policies developed for the security of
key passwords elc,

Clear guidelines should be developed so that Institutional equipment is not used in such a
way that brings the good name of the Senate into disrepute (e.g. prohibiting access 10
pornographic Web sites). Basic information on the usage of IT systems should also be
logged, to prevent misuse and unautherised access of the Institutes data,
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7.4, Disaster Recovery

Itis not considerad feasible at this stage to develop a full IT disaster recovery plan for the
Institute {g.g. the duplication of network cables). However, some consideration should be
given ta the continuity of Instifulicnal business in the event of an IT disaster e.g. major fire
that destroys servers and cables,

Sensible precautions such as locating central computer equipment in clean, secure
accommodation with adequate space, power supplies, environmental cantrol {air conditioning
and humidity protection) is considered a necessary minimum.

7.5. Copying and removal of data

There will be a nead for written procedures that clearly state the Senate’s protocols and
procedures for copying data to storage devices (C0s, floppy discs, portable hard-drives, lap-
iops, flashcards etc.) that are not used for work purposes. This pD|IG'_-.-’ will also need o be
clear about the removal of data from Senate premises.

8. Implementation and Project Management of the IT Master Plan

Following formal adoption of the IT Master Plan by the Senate, it will be necessary to enter
an 'implementation phase’ that sals out specifications, time scales and costs in a more
detailed mannar, Thess should all be described in an implementation or operational plan at
the necessary lime. The Phases described below give an indication of the main aclivities
that need to be implemented during all three phases of this plan. These include,

= Infrastructure Development {Phases [ to Il
= Application Software Development (Phases [ to )
+ Human Resource Development (Phases Ho (1)

These phases are summarised at Appandix A,

Key to success of this plan is effective project management. This will ensure key phases
are achieved within the time scales stated, and importantly within the permitted budget,
Good project management will also ensure that the training provided is having its intended
effect, and that judgement is facilitated by effective monitoring and evaluation procedures.

At the appropriate time, detailed plans and lime frames will need to be produced and all
thase wha will be alfecled by the plan need to be informed and consulted as to what the
physical and werk practice changes will mzan for them. This aspect is essentiz! if the new
IT for the Senaie is going to be infroduced and managed in a smooth way. To achigve this
objective (including the effective implementation of the plan as whale), it may be worlh
considering establishing two formal groups along ihe following lines,
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IT commiitee — the purpose of this commitiee would be to make rapid decisions conceming
changes, the development and implementation of this plan. The commitise could be
made up of senior individuals who have the aulhorily lo make recommendations and
approve them without the need to seek a higher level of approval. This is essential to
ensure that potentially costly delays do not occur in IT implementation.

IT User Group — the purpose of this group would be to provide user feadback'on the
implementation aspects of the plan, such as how staif perceived training, was the fraining
useful, are the systems meeting departmental requirements elc. Itis likely this group
would be made up of stalf from most departments within the Secretariat, along wilh
representatives of Senators and officials from committees.

. Assumptions in the development of this Master Plan

A number of assumptions have been made in the formulation of this IT Master Plan.
Should any of these assumptions change in coming years, then it is essential that the
plan is revisited in detail, and the impact the changes are likely to make fully assessed.

Departments will cooperate in the sharing of data, and data is inputted in a timely,
systemalic way,

Staff are released from their work duties to receive training.

The commilment Lo widening access and participation will continue,

More aspects of the Senate's core functions (both administrative and legislative) will ba
conducted electronically,

The Senate will undertake, within its broader HRD strategy, to transfer relevani paper
based documentation into electronic versions. This is important for all administrative
functions, and especially the Library. '

Senale users will need and expect a high standard of up-to-date facililies, ease of use,
reliability, networked services and quality technical support.

Supporters of the Senate’s work will provide the necessary financial support needed io
implement this plan,

10.Costs and technical specification

All the costs included in this Master Plan are general and approximate. It is not possible lo
provide exact figures without detailed building surveys, equipment specifications, number of
persons o be lrained ete. Costs (parlicularly for IT) change rapidly. They can go down as
well as up, especially over the course of a 5 year plan. As a resuit these cosls should be
taken as a guide: exact costs will need to be confirmed closer to the time of proposed
purchase and installation. Equipment costed if branded and of high quality i.e. not cloned,
reconditioned, or sub-standard equipment.

At Appendix D, the technical specification of the equipment is detailed (wheare that technical
specification is available). The specification has been kept at a moderate level as not to
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ovenwhelm the reader wilth unnecessary detail. Needless to say, however, at the time of
proposed purchase and installation much of this specilication will have changed lechnology
wise. Theintenlion here is to provide the reader with a broad idea as to the technical nature
of the equipment referred to throughout this document. '

11. Conclusion

Inthis IT Masler Plan, the Senate aims to create an inlegrated IT strategy for infrasiructure,
human resource development, data management and access to meet the increasing neead
for imely, accurate and relevant information that will allow the Senate to meet ils overall
strategic goals - in particular, improving the overall passage of draft legislation designed to
enable State reform. An addilional anlicipaled benefit of this plan will be a more productive,
effective and efficient use of human and parliamentary resources that shall contribute to
lessening overall expenditure in a number of key areas.

Implementing the plan will directly benefit Parliament and Senalors by creating a Secretariat
General that directly contributes toward improving the work of the Commissions. In addition,
general communication will be speeded up, nol enly inter-departmentally within the Senale,
but also at a future date with the National Assembly and government Ministries. Important
infermation with regard to National legislative issues will be shared in a more systematic,
structured and timely way. Parliamentary archives and other records will be accessible to
all manner of groups ranging from civil sociely, Ministries, pariners, Senators etc. allina
cost-effective way. Officials and Commiflees of the Senate will be able to make key decisions
regarding National issues by being able to access information important to the wider
international arena {such as the Millennium Declaration). This will develop and undersilanding
of how global frameworks need to be considered and incorporaied within the Kingdom's
developing National policy framework if Cambodia is to succeed in meeting its international
and regional obligations through the UN, Asean and WTO for example.

Detailed plans and time frames will need lo be produced for all aspects of infrastruclure,
fraining, and software development. And all Senators, officials and staif that will be affected
by the plan need to be informed and consulted as to what the physical and work praciice
changes will mean for them and their future work. This aspectis essential if the new IT for
the Senate is going to be introduced and managed in a smoolhway, and it is suggested that
an elfeclive 'change management’ sirategy be developed alongside the wider IT Masier Flan
to ensure the changes are undertaken and achieved in the best possible way. The proposed
IT Committee and IT User Group could play central roles in helping achieve this.

it is envisaged that effective implementation of this IT Master Plan will enable the S=nate

and Secretariat General to better perform its mandate according to the Constitution of ine
Royal Kingdom of Cambodia.
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About this IT Master Plan

This IT Masler Plan was prepared by Cambodia Information Technology Lid. (CIT).

CIT is a private company created in 1999 and run by a team of expatriate from Europe and
Singapore.

CIT aim3 to develop the high quality, innovative and cost effective IT solutions for its clients
and partners.

Our pricrities are to bring the Human Resources in Cambodia to the same level as its
neighbouring countrigs. :

Managing Director

Mr. Viisal HUOR is Managing Director of CIT and is a founder of Internalional Data System
{IDS)in 1987. An IT Engineering Company base in France working in the large IT projects for
the Mational Bank of Paris (BMNP) and Aerospatiale (French Space Company), EDFIGDF
(French Electricity and Gas Company).

In Cambedia 1995-1997, he was the former professor of the Royal Administration School
{(ERA) and Consultant for the National Bank of Cambeodia (NBC),

Project Manager

Mr. Ung Yean has worked in the IT field for the last 22 years (15 years in the US and 7 years
in Cambodia). He has works as consullant to develop and help companylorganization
implementing IT infrastructure and human resource development. He has contracled with
the World Bank, UNDP, Microsoft and clher companies. Mr. Yean holds a Masler Degreein
Computer Science and BS in Mathemalics from the American Universily Washington D.C.

Surveys, software development and training

Mrs. Kéo Sary KONG has worked as IT expert, project leader and enveloper for many years.
She has contracted with the Word Bank as IT Expert to develop the Civil Servants Database
including Census, ID Card Issue, Human Resource Management Information System
(HRMIS). Mrs Kong has worked with many companies on France in the IT fields such as
AUREUS Company (France), S.E.E.E. Company (France), ORDICONSEIL Consultancy
Company, AP.R.O. Consultancy Co, DEUTSCH Co. Mrs. Kong Holds a number of degrees from:
System Analyst (Ecole Polytechnique Féminine) DESS Systéme d'Information Dipldme du
3e cycle (LAE de Paris : Universilé de Paris [)

Strategic Management of Information Technology (INSTITUTE OF SYSTEMS SCIENCE of
the National Universily of Singapore).

Surveys, software development and training

Mr. Guilaro Kong has an extensive experience'on the IT field. He has worked in the Cambodian
Council of Ministers as a team leader to develop the Civil Servant Database and other
projects. He has worked with R.B. GESTION S.A. COMPANY (France) as IT Directar, and
olher companies, FERMA COMPANY (Subsidiary Company of SIEMENS in France), WANG
COMPANY (France) and many others. Mr. Guilaro halds a chemistry degree from
UNIVERSITY AIX-MARSEILLE Ill (France), Technical training in Robotic Process Control
from SIRTES RENAULT AUTOMATION,
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Appendix B-T Team Roles

Hardware Maintenance

Roles and Responsibilities

Knowledge and Experience

*  Undertake preventive maintenance
{defrag, scandisk) to aveid risk of hard
disk crashes.

* Maintain computer and cable network.

= Solve user problems (hardware,
connectivity and network),

*  Log all maintenance problems,

*  Management Drivers Software.

*  Assisis and advise users o use
computerfequipment.

Computer technelogy.

MNetwork technology.

Netwark cabling.
Telecommunication lechnology.
Electronic analogue and digital.
Connecting devices.

Difference between: operating
system, network, application
program and ulility program.

Basic software for hardware testing.

Software Maintenance

Roles and Responsibilities

Knowledge and Experience

*  Set-up program for users.

*  Instruct how to use programs.

* Configure the system including the
browser for the Internet,

*  Fix software problems.

Computer technology.

MNetwork technalogy.
Telecommunication technology,
Connecting devices.

Dilference between: operating
systlem, nelwork, application
program and ulility program.

System Engineer

Roles and Responsibilities

Knowledge and Experience

*  Evaluate and select system
(hardwarelsofiware).

= Inslall and update Operating Syslem.
* Configure Sysiem.

*  System securily, Stralegy, Planning.
*  System Development.
Administrate, organise and manage users.
*  Follow up system problems.
+  Advise maintenance leams.

*  Working closely with network
administrator and database
administrator.

* Install and update application software.

Technology knowledge.
Computer technology.
Metwork/Qperating System.
Programming skills.
Technology trends.

Project management.
Conflict resolution.
Business operations.
Infarmation sharing.




Web Master

s

Knowledge and Experience

Roles and Responsibilities
*+  Evaluate and collect all infermation to be .
published to the Internet. »
* Design and implement we pages
* |nstall and configure web pages .
*  Modify, update and maintain information on
the pages

Computer OS and networking
Knowledge of web server {how
to configure to run web pages)
Knowledge of server side
programming

Network Administrator

Roles and Responsibilities

Knowledge and Experience

*  Administer the network.

* Design network architeclure.

+  Sel-up network security.

*  Sel-up network configuralion.

*  Provide privilege for using system resources.
*  Manage servericlients.

¢+ Advise on and install new computeridevices.

*  Work closely with system engineer and
database adminisirator.

—

+«  Computer technology.
+ Network technology.

* Cabling technology.

*  Programming skills.

* Technology trends.

*  Project management.
*  Conflicl resolution.

* Business operations.
* Information sharing.

Database Administrator (DBA)

Roles and Responsibilities

Knowledge and Experience

*  Vision |IT needs and its purpose within the
Institute,

*  Ability to implement goals that focus on IT
efficiency.

*  Understanding of business issues and the
alignment of IT activilies to business objeclives.

*  Inleracls with senior leadership to ensure
alignment of IT activities.

* Development information system.

*+  Coordinate design team with end-user.

*  Planning and Strategy.

*  Data backup

*  Data centre management and operations.
*  Data architecture.

*  Working closely with network administrator and
system engineer.

*  Technolegy knowledge.

*  Some Programming
skills.

+  Technology trends.

*  Project management.
*  Conflict resclution.

*  Business operations.
* Information sharing.
*  Dala structure,

*  Data Module.
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Team Leader for Application Development

Roles and Responsibilities Knowledge and Experience

*  Study the needs of end users. *  Analytical problem analysis and solving.
*  Write requirements to develop the | * Programming language.

application. *  Knowledge of database management.
* Design and implementation ofthe [+  Network concept and configuration.

application. *  Technical author skills.
*  Write user manuals.
= Write technical specifications.

Application Programmer

Roles and Responsibilities Knowledge and Experience
* Develop algorithm to solve given problems, | * Pregramming language.
* Code the program in a programming *  Algorithm and data structure.
language.

+  Document the written codes.
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Training Session

Short Term
) .-Train[ng Courses for Executive/Management -
Course Title Numh:er of
Mumber | Sessions
-
Eid-1 Beginning Microsoft Office (Windows, Explorer, Word} 10
EM-2 tdicrosoft PowerPoint 10
En-3 ,. Internet™World Wide Web 10
Training Courses for Staff |
Course- o Title Numb_er of |
| MNumber Sassions |
SE-1 Beginning Microsoft Office (Windows, Explorer, Ward) 10 )
SE-2 Microsoft PowerPoint 10
SE-3 The Internet and the World Wide Web 10
Training Courses for Hardware Maintenance
s | b
) HM-1 Beginning Hardware Maintenance 1
] EM-2 Intermediate Hardware Maintenance 1
E EM-2 Internet’World Wide Web 1 |
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Medium Term

Training Courses for Software Maintenance
Course Title Number of
Number : Sessions
SM-1 Advanced Microsoft Office 1
Training Courses for Developer/Programmer
Course Title Number of
Number Sessions
DP-1 Introduction to Database Programming 1
DP-2 Introduction to Visual Basic Programming 1
DP-3 Introduction to Webpage design 1
DP-4 Introduction to Network Operating System 1
DP-5 Graphics Design 1
Long Term
Training Courses for Developer/Programmer
Course i Number of
Nurnber Title Sessions
DP-6 Advanced Database Programming 1
DP-7 Advanced to Visual Basic Programming 1
DP-8 Advanced Webpage design 1
Training Courses for Developer/Programmer
Course ; MNumber of
Number Title Sessions
DP-9 Advanced Network Operating System 1
DP-10 Server Side Programming "
DP-11 Advanced Graphics Design 1
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Appendix D-Technical Specification
Computer and Network

Hiw

No | Typo

Description

Quy

* Intel Pentium Xeon DP 2.8GHz /533MHz within 512K
Cache L2 ECC ( Support dual CPU)

* 512MB PC2100 CL2.5 ECC ( Up gradable to 12GB , 6x2GB )

* 1.4M8 3.5" Floppy Disk Drive,

* Integrated dual channel Ultra 320 SCSI Centroller

* 8Mb ATi Rage Video card inlegrated

* Integrated 10/100/1000 Base-TX Gigabit Ethemel card

* 48X IBM IDE CD-ROM Drive

* IPS/2 mouse, keyboard , 1 Parallel, 2 Serial, 3 USB
1 Keyboard, 1 Mouse

* Tower with 2 x S60W Hot-Swap power supply

PC
Desktop

* Intel P4.18GHz Processor

* RAM 256MEB

* HDD 20G8B, 52X CD-ROM

* Network card 10-100 Mbps

* Sound Card

* CDRom

* 15" Monitor

*IP5/2 mouse, keyboard , 1 Parallel, 2 Serial, 3 USB
1 Keyboard, 1 Mouse

*UPS

7%

Switch
Hub

Catalyst 2950 switch

24 101100 TX port

2 100FX Port

10

4 | Router

Cisco Router Cisco Router 2610

Ethernet Modular Router wiCisci 108 IP Software

2-Port Serial WAN Interface Card

16-Port Asynchronous Module

Auto
Voltage

2000VA

30

Computer Upgrade

No. DESCRIPTION

* LAN Card

1 *128MB SD Ram

* B0GB Hard disk Drive
* CPU Pill 833Mhz
* Auto voltage regulator 2000VA
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Leased Line Speed and Cost

Line Speed | Installation | Monthly Fee | Phone line cost | Total Cost |

Fee Per month per Month |

64 Kbps $200 | S 500 $ 100 3600 |
128 Kbps S 200 $ 900 $ 100 - $1,000
256 Kbps S 200 $ 1700 $ 100 $1,800
512 Kbps $200 | § 3200 $ 100 $3.300

1 Mbps $ 200 $ 6000 $100 56,100 .

Microwave Link using Wireless Outdoor Bridge

Capacily Descriplion

Speed 18 Mbps aggregate throughput

Maximum Distance & miles/10 Km line of sight
Ethernet Interface 10/100BaseT via AC power adapter
Conneclor RJ-45 female modular plug

Diata Interface
Cable Type CATS
Compliance IEEE 802.3

T1 Digital Interface Optional Channel via indoor external

T1 multiplexer

Digital Line Interface
Connector RJ-45 female modular jack

Compliance ANSI T1.403

AC Power Adapter included, 110 VAC or 220 VAC,
450mA; Output: 24V DC, 1 Amp
Power/Environment | DC Pawer (to unit) +18 to +28 VDC

Power Conneclor Power over Ethernet CATS cable

RJ-45 connector

Maintenance Services for 100 Computers (Printer, Monitor, Scanner): per year

* Maximum Response Time : 8 Hrs

* Minimum Response Time : 2 Hrs

* Time sllowance per Month 100 Hrs

" Exlira Hrs of work Rate can be carry over the next consecutive month
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Video capture system

Item Model Sub ltems DESCRIPTION Qty
R - 30 Frame per second/ ~4BRI 2
- ISON: ~512kbps Support(H.320)
- LAN: ~ 768kbps Support(H.323)
Video Conference| ,,,. : - CODEC Camera(12 Times Zoom
System Wiewstation 512 - Dual Monitor, VCE% Record/Play :
- AV, Connection Cable
- Voice auto tracking Camera
- High Quality Remocon Mike(1EA)
M’gf,s?;n:w VPX-CP C122- ViewPoint Express System
VPT-CP 6" Wireless LCD Touch Panel
AXCENT3 Main Controller I o
AXR-RF RF Receiver
Ps2.8 Power Supply
Special Control Software Program
External Camera | EVI-D30 | External Camera 4
T g‘.:‘lrlf:’.w{Samsung} Platron TV 9
Interactive Voting System
No. ITEM CODE DESCRIPTION aTy
LBB 3500/15 EXTENDED CENTRAL CONTROL UNIT 1
LEB 3542/00 Voting Control Unit W/LCD 1
LEB 3541/00 Veting Contral Unit 74
LEBE 3516/00 100M INSTALLATON CABLE 3
LEB 3543/15 Chip Card Checking Equip. 75
LEB 3525/00 Chip Card Checking Equip. Bracket 75
LEE 3559/05 CHIP CARD 100 SET 1
Sgt:g LBB 3557/00 | CHIP CARD ENCODER 1
system | LEB 3580/00 DCN START-UP SOFTWARE 1
LBB 3585/00 SYSTEM INSTALLATION SOFTWARE 1
LBB 3581/00 ID CARD ENCODER SOFTWARE 1
LBB 3575/00 PARLIAMENTARY VOTING SW 1
BB 3580400 DELEGATE DATABASE SW 1
LBB 3506/00 POWER SUPPLY 1
LBB 3512/00 DISPLAY DATA DISTRIBUTION BOARD 1
Manufacture ELECTRONIC BOARD 1
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Appendix E-Glossary

Application software - software that has been developed to solve a particular problem, to
perform useful work on specific tasks. Application software may be either custom or packaged.

Custom software {or tailored software) - software designed and developed for a particular
customer. This is a kind of software that you would hire a computer programmer (a software
specialist) to develop. Such software would perform a task that could not be readily done
with standard off-the-shelf packaged software.

Database - generally, a depository of information located on a central server where
anyone - with appropriate network and permission - can gain access.

Database administrator (DBA) - an expert on dalabase management, system software and
application sofiware.

Extranet- is a secured network that allows business pariners to access each other’s Infranets.

Fibre-optic - uses laser light to transmit light wave (instead of current) through a hair-line
glass fibre nearly the speed of light to carry information.

File server - a local computer that stores data for a number of users, allowing them to back-
up daia to a secure unit,

Firewall - scftware that prevents unauthorised access 1o the system from cutside, and also
protects the system from viruses,

Hardware - consists of all machinery and equipment in a computer system, Hardware
includes computers, printers, scanners and other devices connected to a computer.

Information System {I3) - an arrangement of people, data, processes, interfaces, networks,
and technology that interact to support and improve both day-to-day operations in an
arganization (sometimes called data procassing), as well as support the problem-salving
and decision-making needs of management (sometimes called information services).

Information Technology (IT) - a contemparary term that describes the combination of computer -
technology (hardware and software) with telecommunications technelogy (data, image, and
voice networks).

Internet - is a seli-regulated network of computer networks connecting millions of computers
and containing pervasive information. The Internet connects various services on-line and
networks of the world. The Internet is said to be the ‘network of the networks'. The principle
of the Internet rests on communication and data origination at high speed of enterprises,
govemments, universities and individuals.

Intranet - is a corporate network that functions with Internet lechnologies, such as browsers
and search engines, using Internet protocol.



Network — a syslem of interconnected computers, lelephone, or other communications
devices that can communicate with one ancther. A network allows users fo share applications
and dala; without networks, information could not be electronically exchanged.

Network administrator - someone who has in-depth knowledge of hardware, system
software, and network infrastructure. A network administrator designs nebwork architecture.

Network Architecture - a framework of how the computer/equipment are interconnected.
This includes communication protocols, formats, and standards to which all hardware and
software in the network must utilise. Metwork architectures altempt to facilitate the operation,
maintenance, and growth of the communication and processing environment by isclating
the user and tha application program from the details of the network,

Metwork professional - a person who has extensive experience in the technical aspects
of computer, communication and cemputer connection technclogy.

Network server (or server) - a central computer that holds databases and programs for a
number of PCs, workstations, or terminals, which are referred to as clients.

Packaged software - is off-the-shelf program developed for sale to the general public.
Users mostly encounter are word processing programs, spreadsheet programis, and office suites,
Some small companies and organization use packaged software e.g. accounting packages.
Protecol - is language computers use to communicate with one another.

Software (or programs) - the electronic instructions that tell the computer how to perform a task.

Software maintenance team - a team responsible for maintaining software in & good
running order, installing new packages and helping fix any particular soflware problems.

Software specialist/programmer —a person who has extensive education or considerable
experience in developing computer programs.

Stand-alone - meaning a compuler that is not connected to any other computer.

System engineer - someone who has in-depth knowledge of computer hardware and
software, and is able to configure the hardwarefsoftware lo reflect different user needs.

System Software - controls the allocation and usage of hardware resources and enables
the applications software to run. System software, which includes the operating system,
allows the computer to manage its internal resources.

Web Master - someone who has in-depth knowledge of Web applications and design.

Wireless —a means of allowing communication wilhout cabling {asin mobile phone technclogy).
The means for communication is usually through microwave links.
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